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1. Define a relation ∼ on R such that x ∼ y if and only if x− y is an integer.

(a) Show that the relation ∼ is an equivalence relation.

(b) Let x, y, x′, y′ ∈ R. Show that if x ∼ x′ and y ∼ y′, then x+ y ∼ x′ + y′.

(c) Let x, y, x′, y′ ∈ R. If x ∼ x′ and y ∼ y′, is it always true that xy ∼ x′y′? Why?

Ans:

(a) i. (Reflexive) Let x ∈ R. Then, x− x = 0 which is an integer and so x ∼ x.

ii. (Symmetric) Let x, y ∈ R such that x ∼ y.

Then x− y is an integer, so y − x = −(x− y) is also an integer and we have y ∼ x.

iii. (Transitive) Let x, y, z ∈ R such that x ∼ y and y ∼ z.
Then x− y and y − z are integers, so x− z = (x− y) + (y − z) is also an integer and we

have x ∼ z.

Therefore, ∼ is an equivalence relation on R.

(b) Let x, y, x′, y′ ∈ R such that x ∼ x′ and y ∼ y′. Then x− x′ and y − y′ are integers.

Therefore, (x+y)− (x′+y′) = (x−x′)+(y−y′) is also an integer and we have x+y ∼ x′+y′.

(c) No. If x = 0.5, x′ = 1.5, y = 0.2 and y′ = 1.2, then we have x ∼ x′ and y ∼ y′ but

xy − x′y′ = 0.1− 1.8 = −1.7 which is not an integer.

2. Let f, g : Z+ → R be two functions.

(a) State the definition of f(n) = O(g(n)).

(b) Suppose that f(n) = O(g(n)). Show that for every positive integer k, [f(n)]k = O([g(n)]k).

Ans:

(a) f(n) = O(g(n)) if there exist C > 0 and K ∈ Z+ such that |f(n)| ≤ C|g(n)| for all n ≥ K.

(b) Suppose that f(n) = O(g(n)). Then there exist C > 0 and K ∈ Z+ such that |f(n)| ≤ C|g(n)|
for all n ≥ K. For any positive integer k and n ≥ K, we have

|[f(n)]k| = |f(n)|k

≤ (C|g(n)|)k

= Ck|[g(n)]k|

and so [f(n)]k = O([g(n)]k).

3. Let a, b, c, n be integers. Prove that

(a) if a | bc and gcd(a, b) = 1, then a | c.

(b) if a | n and b | n with gcd(a, b) = 1, then ab | n.

Ans:
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(a) Since a | bc, bc = am for some integer m.

Since gcd(a, b) = 1, there exist integers r and s such that ar + bs = 1. Then,

c = acr + bcs

= acr + ams

= a(cr +ms)

where cr +ms is an integer. Therefore, a | c.

(b) Since b | n, n = bq for some integer q.

Then a | n = bq with gcd(a, b) = 1. By (a), we have a | q, i.e. q = ar for some integer r.

We have n = bq = abr and so ab | n.

4. (a) Prove that a positive integer n is divisible by 9 if and only if the sum of the digits of n is

divisible by 9.

(b) By using (a), determine whether 12345678987654321 is divisible by 9.

Ans:

(a) Let n = ak×10k+ak−1×10k−1+· · ·+a1×10+a0. Since 10 ≡ 1 (mod 9), 10r ≡ 1r ≡ 1 (mod 9)

for all positive integer r. Then,

n ≡ ak × 10k + ak−1 × 10k−1 + · · ·+ a1 × 10 + a0 (mod 9)

≡ ak × 1 + ak−1 × 1 + · · ·+ a1 × 1 + a0 (mod 9)

≡ ak + ak−1 + · · ·+ a1 + a0 (mod 9)

and so n is divisible by 9 if and only if the sum of the digits of n is divisible by 9.

(b) Sum of the digits of the given number is 81 which is divisible by 9, therefore the given number

is also divisible by 9.

5. Use Pohlig-Hellman algorithm, Baby Step, Giant Step or the Index Calculus to find an integer x

such that 3x ≡ 25 (mod 29).

Ans:

x = 20.

6. Let E be the elliptic curve given by the equation y2 ≡ x3 + x+ 6 (mod 11). Find

(a) (2, 4) + (2, 7);

(b) (2, 4) + (3, 5);

(c) 2(2, 4).

Ans:

(a) ∞

(b) (7, 2)

(c) (5, 9)

7. (a) Prove that a subgroup of a cyclic group is also cyclic.

(b) i. What is the order of the group (Z/120Z)×?

ii. Find the inverse of 23 in (Z/120Z)×.
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iii. By considering the subgroup {1, 11, 19, 89} of (Z/120Z)×, determine whether (Z/120Z)×

is a cyclic group.

Ans:

(a) Let G be a cyclic group. Then all the elements of G is of the form an for some integer n.

Let H be a subgroup of G. If H is the trivial group, then H is already a cyclic subgroup.

Otherwise, note that if an ∈ H, then a−n ∈ H, so H must contain an element an for some

positive integer n.

Therefore, we let d be the least positive integer such that ad ∈ H and we claim every element

of H is of the form amd for some integer m.

Suppose the contrary, there exists an integer s such that s is not a multiple of d but as ∈ H.

Then by division algorithm, there exist integer q and r with 0 < r < d such that s = dq + r.

Since as and ad are elements in H, ar = as−dq is also an element in H which contradicts to

that d is the least positive integer such that ad ∈ H. Therefore, H = 〈ad〉, i.e. H is cyclic.

(b) i. The order of the group (Z/120Z)× = ϕ(120) = ϕ(8)× ϕ(3)× ϕ(5) = 4× 2× 4 = 32.

ii. By extended Euclidean algorithm, we have 1 = 23 × 47 + 120 × (−9), and so 23 × 47 ≡
1 (mod 120). Therefore, 23−1 = 47.

iii. Note that 112 ≡ 121 ≡ 1, 192 ≡ 361 ≡ 1 and 892 ≡ 7921 ≡ 1 mod 120. Therefore, every

element except 1 of the given subgroup is of order 2, which is not a primitive element.

Therefore, the given subgroup is not a cyclic subgroup.

By (a), (Z/120Z)× is not a cyclic group.

8. The RSA Algorithm:

(1) Bob chooses secret primes p and q and compute n = pq.

(2) Bob chooses e with gcd(e, (p− 1)(q − 1)) = 1.

(3) Bob computes d with de ≡ 1 (mod(p− 1)(q − 1)).

(4) Bob publishes the public key (n, e), and keeps p, q, d secret.

(5) Alice encrptys the message m as c ≡ me (modn) and sends c to Bob.

(6) Bob decrypts by computing m ≡ cd (modn).

Suppose that the RSA algorithm is implemented with n = 391.

(a) Suppose that the ciphertext c = 20 was obtained while e = 29. Using the factorization

391 = 17× 23, find the messgae m.

You may use the following table:

j 0 1 2 4 8 16 32 64 128 256

20j (mod 391) 1 20 9 81 305 358 307 18 324 188

(b) Suppose that a message 0 ≤ m < 391 is encrypted twice with the RSA algorithm using e = 37

and e′ = 91 and the ciphertexts are c ≡ me ≡ 359 (mod 391) and c′ ≡ me′ ≡ 366 (mod 391).

By considering the fact that gcd(e, e′) = gcd(37, 91) = 1, find the message m.

You may use the fact that 35932 ≡ 18 (mod 391) and 366−13 ≡ 270 (mod 391).

Ans:

(a) Let p = 17 and q = 23, then (p− 1)(q − 1) = 16 ∗ 22 = 352.
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Note that gcd(e, (p − 1)(q − 1)) = gcd(29, 352) = 1, by extended Euclidean algorithm, we

have 1 = 352 × (−7) + 29 × 85. Therefore, the equation de ≡ 1 (mod(p − 1)(q − 1)) gives

d ≡ 85 (mod 352).

Then, we have m ≡ cd ≡ 2085 ≡ 362 (mod 391)

(b) Note that gcd(e, e′) = gcd(37, 91) = 1, by extended Euclidean algorithm, we have 1 = 37 ×
32 + 91× (−13). Then,

m ≡ m1 ≡ (me)32 · (me′)−13 ≡ c32 · (c′)−13 ≡ 35932 × 366−13 ≡ 18× 270 ≡ 168 (mod 391)

9. (a) Let p be a prime and let α be an integer such that 1 ≤ α ≤ p− 1.

Suppose that p−1 can be factorized as

m∏
i=1

pdi
i where pi are primes and di are positive integers,

and Ni =
p− 1

pi
.

Prove that αd ≡ 1 (mod p) for some d | p− 1 with 1 ≤ d < p− 1 if and only if αNi ≡ 1 (mod p)

for some i = 1, 2, . . . ,m.

(b) By using (a), show that 2 is a primitive root mod 19.

(c) List all the primitive roots mod 19.

(Hint: From (b), (Z/19Z)× is a cyclic group and isomorphic to Z/18Z.)

Ans:

(a) (⇐) Suppose that αNi ≡ 1 (mod p) for some 1 ≤ i ≤ m, since Ni | p − 1, then the result

follows.

(⇒) Suppose that αd ≡ 1 (mod p) for some d | p−1 with 1 ≤ d < p−1. Since d | p−1 =

m∏
i=1

pdi
i ,

d =

m∏
i=1

pki
i where 0 ≤ ki ≤ di for i = 1, 2, . . . ,m.

Also, since d < p − 1, there must be some 1 ≤ j ≤ m, such that kj < dj , i.e. kj ≤ dj − 1.

Therefore, we have d | Nj and αd ≡ 1 (mod p) implies αNj ≡ 1 (mod p).

(b) Note that 19 − 1 = 18 = 2 × 32. Also, we have 26 ≡ 64 ≡ 7 (mod 19) and 29 ≡ 512 ≡
18 (mod 19).

By (a), 2d is not congruent to 1 for all d | 18 with 1 ≤ d < 18 (also note that the order of 2

must be a divisor of 18), therefore 2 is a primitive root mod 19.

(c) Note that (Z/19Z)× is a cyclic group and isomorphic to Z/18Z and the primitive elements of

Z/18Z are those integers 1 ≤ d ≤ 18 which are relatively prime with 18, and they are 1, 5, 7,

11, 13, 17.

Therefore, the primitive roots mod 19 are 21 ≡ 2, 25 ≡ 13, 27 ≡ 14, 211 ≡ 15, 213 ≡ 3,

217 ≡ 10.
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